Abstract-In cloud computing environment, security becomes a more and more critical issue as users are sharing computing resources remotely. It is important to analyse the potential security challenges and risks clouds may face. In this paper, a number of security challenges, concerns and issues are discussed, including three major aspects of security, namely confidentiality, integrity and availability.
INTRODUCTION
Cloud computing, which gets its name as a metaphor for the Internet [1] , is becoming a popular term and has been used by an increasing number of organisations. In cloud computing environment, services are not provided by a single server or a small group of servers; instead, various computing and storage services are provided by some collection of data centres owned and maintained by a third party [2] .
Cloud computing service providers provide their services in a number of fundamental models. The most widely used models are infrastructure as a service, platform as a service, and software as a service.
Infrastructure as a service (Iaas) is the capability provided to consumers to provision processing, storage, networks and other fundamental computing resources [3] . On these resources, consumers may deploy and run other software and applications, or even operating systems, such as Linux or Windows.
Platform as a service (PaaS) is the capability provided to consumers to deploy onto the cloud infrastructure consumercreated or acquired applications created using programming languages, libraries, services and tools supported by the provider [3] . Unlike IaaS, consumers have no control over the underlying infrastructure.
Software as a service (SaaS) is the capability provided to consumers to use the provider's applications running on a cloud infrastructure. Consumers use web browsers or programme interfaces to access these applications. Consumers have no control over underlying infrastructures, including network, servers, operating systems, storage, or even individual application capabilities [3] .
In addition to these, there are some other models, including communication as a service (CaaS) and monitoring as a service (MaaS) [4] .
While cloud computing is more and more popular, security becomes a great concern due to the distributed nature of cloud. For example, data in cloud is stored remotely, completely out of the control of the data owner. Actually security can be a barrier to the adoption of cloud computing in enterprises, because of the great deal of uncertainty about how security at all levels can be achieved [5] .
Within cloud environment, users lose the control over physical security [4] . Users may have to share computing resources, including CPU time, network bandwidth, data storage space, with other users. It is possible for a user's data to be exposed to another user without their knowledge and control.
According to IDC [6] , security became the biggest challenge to cloud computing. In a survey conducted by IDC, 74.6% of 244 cloud users believe security is a "significant" or "very significant" challenge/issue, the highest in nine indicators, while the percentages for performance and availability are both 63.1%.
In this paper, a number of security challenges, concerns and issues will be described. The potential solutions of them will also be discussed. There are three major aspects of computer security, namely confidentiality, integrity and availability. This paper will be focusing on these aspects. Section II discusses privacy protection issues. Section III focuses on data integrity. Section IV's topic is about cloud service availability. Section V concludes the paper.
II. PRIVACY PROTECTION IN CLOUD
In Oxford Dictionary, privacy is defined as "a state in which one is not observed or disturbed by other people" and "a state of being free from public attention". More specifically, privacy rights or obligations are related to the collection, use, disclosure, storage, and destruction of personal data or personally identifiable information [5] .
In cloud environment, users' data is stored and controlled by service providers instead of users themselves. It is not impossible that users' data is leaked intentionally or unintentionally to the third part. Such kind of leakage is not acceptable, especially when the cloud environment "supports a sensitive context-aware system" [7] [8]. For example, in a cloud-based healthcare system [9] , patients' health care medical information, which is very private and sensitive, is stored in hard drives of cloud service providers; hospitals or even health care administration have very little control over the management of the data. Due to poor management or malicious members of staff of the service providers who want to sell such information, data may be leaked to third party. Such leakage might happen in any stage of the data life cycle. Therefore it is important to investigate what happens with the data in each stage of data life cycle.
According to KPMG [5] , data life cycle can be divided into seven different but correlated phases, namely generation, use, transfer, transformation, storage, archival and destruction, as shown in Figure 1 . Figure 1 . KPMG data life cycle [5] Data generation is closely related to data ownership [10] . In cloud computing environment, data might be generated remotely from consumers' perspective. Although consumers "own" their data, they have little control on the data, especially the security aspects; actually they even have no way to know where their data is located, nor the concrete security settings of the machines on which their data is stored.
The purpose of collecting and storing data is to use it. Data can be used in different ways, by different people. As data is stored out of the owners' control, the data can also be used in an uncontrolled way. Obviously members of staff of cloud service providers have more chances to access the data stored "locally" to them, and they may further pass their privileges to other unauthorised users. Also in cloud, different organsiations' data may reside on the same physical hard drive or even same partition, which increases the possibility of misuse of data.
In cloud computing, sometimes it is inevitable that data is transferred from one place to another, possibly via public networks [5] . Attackers may attack the data in transmission by wiretapping or eavesdropping. Cryptography usually is a reasonable solution to this issue. However, it is important to make sure that cryptography is correctly used. Inappropriate use of cryptography will not help to solve the problem. In most cases, data integrity should also be protected, usually also by cryptography, during transmission.
When data is transformed or processed, it is also important to maintain the privacy and confidentiality of the data. For example, in health care applications, there is large amount of patient identifiable information stored. Such information may be processed or transformed into aggregation data. It is important to make sure that the resultant data is no longer patient identifiable, as it usually brings legal issues.
As data is stored remotely in cloud and consumers usually have no idea about where their data is, data storage becomes an important issue. Access control must be appropriately enforced, preventing any unauthorised access. A number of different access control policies can be used to enable fine-grained data access control, deciding who is allowed to access what in which way. The structure of data stored is also worth noting. Storage also involves data integrity and availability issues, which will be discussed later. In most cases cryptography can help to increase the privacy and integrity.
Data can be archived after use. It is important to make sure the archival abides by legal requirements. If the cloud service provider provides long-term off-site storage, it should be considered how long it will take to get data recovered when needed. The service provider may store data on portable media, which may raise security concerns. Portable media has more risk of loss or leakage [5] [10] [11] . Therefore it should take great care to manage these portable media.
If data is no longer needed, it should be destructed or destroyed to avoid potential unauthorised access. Data destruction must be in a secure manner to make sure it is completely destroyed and attackers will have no chance to recover it. Sometimes, when a file is deleted, the file name is removed from the directory. However, the actual data still remains on the disk. Attackers still can use some special techniques to get the deleted data back.
III. DATA INTEGRITY IN CLOUD
In computer security, data integrity can be defined as "the state that exists when computerised data is the same as that in the source documents and has not been exposed to accidental or malicious alteration or destruction" [12] . Put simply, integrity means prevention of unauthorised writing or modification of data. It includes both intentional modification such as malicious data insertion or deletion and unintentional modification such as random transmission error.
Data integrity is obviously also an issue of cloud computing. The data stored in cloud may suffer from unauthorised modification when transmitted from or to the cloud storage provider [13] . Such data breaching did happen, even to famous and large cloud service providers such as Google and Amazon. Attacks may be conducted from both inside and outside the cloud service provider [14] , with insiders being more dangerous and difficult to detect.
According to the July 2010 survey made by Saugatuck Technology [15] , data security and privacy is the top concern in deploying cloud based business solutions, while data and transaction integrity comes the second, as shown in Table 1 . Integrating SaaS data with existing enterprise data structures 17%
Viability of SaaS vendors 15%
Integrating data and application with other SaaS solutions 11%
Cachinet et al. believe that when multiple users collaborate using cloud storage, things may become complicated [14] . A possible solution of this problem is using a Byzantine fault-tolerant replication protocol [16] , but it "assumes that most of the servers belonging to a particular cloud provider run the same system installation and are most likely to be physically located in the same place" [14] , which makes it impractical in most cases.
Zhou et al. believes that data of consumers grows very rapidly, while the growth of storage media's capacity does not keep pace with the data growth [17] . More storage media such as hard drives have to be used to hold consumers' data, increasing the possibility of disk failure or data corruption. They argue that solutions such as Zetta which is similar to RAID systems can solve the problems.
Data integrity problems are not necessarily the result of malicious attacks. Accidental transmission errors or noises can also be the cause of data integrity breaching. Since consumers' data may distribute on a large of hosts or servers, it is even much more difficult to monitor and maintain integrity of their data, especially when their data needs to be synchronised regularly.
According to Subashini et al., integrity issues are more complicated in cloud environment due to the fact that SaaS applications are exposed as services [18] . They believe that one of the biggest challenges is transaction management. Many services are implemented at API level, and the standards available for managing data integrity with web services are still premature and not widely implemented and deployed [18] .
There are a number of ways which can be used to help improve data integrity in cloud computing. One of these is cryptographic integrity check functions. How to use these functions appropriately to protect data integrity is another research area [12] .
IV. SERVICE AVAILABILITY IN CLOUD
Availability is one of the most important concerns in computer security. According to International Organisation for Standardisation, availability can be defined as "the property of being accessible and useable upon demand by an authorised entity" [19] . Availability is now beyond the traditional computer security concept and has more general meaning in broader areas such as fault-tolerant computing [12] .
Availability is an important concern of cloud computing, as in business-critical applications, "even a few minutes of service outage can have a serious impact" on consumers' business as well as service level compliance [5] . Service disruption not only causes consumers' satisfaction, but also lowers the morale of employees [20] . Therefore it is important to include availability in the Service Level Agreement (SLA) [21] , defining the uptime guarantees.
There are a number of various factors impacting availability of cloud services, including SaaS and PaaS application architecture and redundancy, cloud service data centre architecture, network and systems architecture, reliability and redundancy of Internet connectivity used by the customer and the cloud service provider, and so on [5] .
The causes of cloud services availability problems vary. One of the major causes is the Denial of Service (DoS) attack, or its variant, the Distributed Denial of Service (DDoS) attack.
According to International Organisation for Standardisation, DoS attack is the prevention of authorised access to resources or the delaying of time-critical operations [19] . Attackers may use different ways to prevent the servers of cloud service providers from responding consumers' service requests, such as sending flood requests or messages to the servers to keep them busy processing these unsolicited requests.
DDoS is even more dangerous and more difficult to deal with. The attacker can control a large number of geographically distributed hosts (possible by using malicious programmes) to use them to send flood requests to the target servers.
In the context of cloud computing, cloud service providers provide legal users with services which might also be used by attackers. An attacker can use a cloud to host a malicious programme [22] . Due to the distributed nature of cloud computing, it is very easy and the cost is very low. The targets of such attacks can be the cloud services themselves, or any other remote servers. As cloud infrastructures are typically shared by a large number of consumers, DDoS attacks have the potential of having much greater impact than against single tenanted architecture [23] .
Although there is no perfect solution to DDoS attacks, good ways of protection against DDoS include active realtime monitoring. Such solutions include network access control (NAC), intrusion detection systems (IDS) and intrusion prevention systems (IPS), enabling to respond predefined attack signatures and profiles to stop an attack before it launches with full strength and to block the source from which is originated [20] .
V. CONCLUSIONS
Cloud computing is now becoming more and more popular, and it is becomes the target of more attacks. Therefore it is important to analyse what kinds of risks and challenges cloud computing faces in terms of security.
In this paper, a number of security challenges, concerns and issues are discussed, including three major aspects of security, namely confidentiality, integrity and availability.
In cloud environment, consumers' data is controlled by service providers instead of consumers themselves. It is not impossible that users' data is leaked intentionally or unintentionally to the third part, which is unacceptable. Such leakage might happen in any stage of the data life cycle. Appropriate use of cryptography may help solve the problem. After data is used and when it is no longer needed, there should be a secure way of destructing it.
Data integrity is obviously also an issue of cloud computing. The data stored in cloud may suffer from unauthorised modification when transmitted from or to the cloud storage provider, or when stored remotely on service provider's server. Things become more complicated when multiple users collaborate using cloud storage. A potential solution is a Byzantine fault-tolerant replication protocol, although sometimes it is not practical. Another potential solution is using systems similar to RAID systems, such as Zetta. Cryptographic functions can also help improve integrity.
Availability is another important concern in cloud security, especially in business-critical applications, as a short service outage can raise serious problems. The major cause of availability problems is the denial of service attack, and its variant, the distributed denial of service attack, which is even more dangerous and more difficult to deal with. Potential solutions include network access control (NAC), intrusion detection systems (IDS) and intrusion prevention systems (IPS).
